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Preface

The guideencompasses many modularized pieces of information which are scattered
throughout Internet discussion boards, Motorola Inc. radio service manuals, service bulletins, technical
briefs and personal technical notes assembled over the last six yeiarmdint to serve as a technical
outline and basis of understanding, to be used by rdudibbyists, system planners and others who have
Fy AYGSNBad Ay S| Ny Awahd ASTRO@GEIadiaatioonll2 | Ly OdQa ! { ¢

In this third edition of theGuide to ASTRCDigital Radiosimprovements have been made to
better organize the content and improve the formatting of key sections.

Addtional sections have been addady Of dzZRAy 3 |y | ROl yOSR &Kl O]l Ay 3é
listing & buying guide for ASTR@quipment and a brief introduction to system infrastructure including
the Motorola Inc. Quantar station.

TheGuide to ASTRODigital Radiodulfills a need for accurate and current information relating
to this tier of communications equipment. It is appat by the repetitive questions posted on certain
Internet discussion forums and limited information posted in eBayl dzOG A2y a GKSNBQa I R
the information inthis guide, which otherwise may not be known.

The purpose of th&uide to ASTRODigital Radiods to educate and enlighteradio-hobbyists
andcombine all available knowledge into one portable document.

Corrections and contributions to the guide are always welcome. You may submit your
correspondence tghaun@p25.caia email. All correspondence will be treated as confidential unless
stated otherwise.
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History
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evidencedhroughreference to the 1992 timdine in allversions of product firmware at address C03Dh.

[ PR P [
vright 1992,
orola, Inc. s

nooocosn
noooco4o
pooocoso

38DF 27D7 29BED D460 7ECO SE01 5 OEScENyl
7972 6967 6874 2031 39 322C 204D 6F74
6F72 6F6C 612C 2049 GE paDC 27C3 000C

Figure 1.1Screenshot ofhost firmware code referencing 1992 development.

Mot

LG A4 08fASOSR a padN® the ASTRODiCAESabewall&léased i ¢ w h
199%. When it was introduced, it was marketed to the WMilitary and federal government as a
replacement and upgrade over existing SecuretNetLINRE R dzO (i & &

The ASTRO Digital Sabevascapable otransmitting digital voice at 9.6Kbps using the C4FM
modulation scheme, in addition to transmitting regular analog FM sigmadsCVSD SecureMet

ASTR@,a2 02 NRf Il LyO®Qa TANER(OG RectaSint Bxcited2ine®S LI | (T2

Prediction (VELP) codecA variant of the Code Exciter Linear Prediction (CELP) codec féstlyp

codec implementation inthe ASTRO NI RA2 LJX F GF2NY o6l a i noyYoLAX

coding(6.9Kbps).

In 19950r thereaboutsthe Association of Public SafeCommunications Officials (APCO)
devised a plan called AP®@@ject25, which outlines the standards for digital public safety radio
communications systems.

5AAAGE T+ 2 A MY¥SInprévédI/NitiBarid ¥x@itattdd (IMBE codec was chosen as
the APCE25 standard after tests were carried out to determine the most effectiveliivate codec.t
was determined the 4.4Kbps codec with 2.8Kbps of error correction c¢didbps) was bestuited for
APQO Project25.

35 }

3
25

=
'1 N |

0 . . . |
0% BER 0.1% BER 1% BER 4% BER Burst Emmors

== IMBE Vocoder 8= CELP #1 == CELP #2 -#=CELP #3 <%= CELP #4

Figure 1.2Speech quality vschannel conditioninmarsatk | & F2 NI f f & dcBderiagamst & argty bf CEL® mased codecs to
RSGSNIN¥AYS (GKS &LISSOK ljdzZr f A& dzy RSNJ @I NA2dza OKI yy St @&xyeRielilley & ¢
to high Bit Error Rateg¢Source: DVSI)
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Figure 1.3 Voice coder vs. channel condition evaluati®he evaluation of four 7.2 kbps speech coders by the Telecommunications Industry
Association (TIA) for the purpose of selecting a speech coder for the APie@ Psd\North American land mobile radio communication system
LINE RdZOSR G(KS 0205 NBadzZ ad 5dzNAy3d (KA&E S@FtdzGAazys OKS La. 9n z2¢C

Motorola Inc. engineers worked with DVSI to implement the IMB&dec into the ASTRO
radio platformLy mMdpdc > GKS FANRG OSNEA2ya 2F K2ald TFANNGI N
YIRS I @LAfFofS f2y3a gA0GK azi2 NP (APAOEQ@italC ! { | LJ2 NI
operation).

Upgrading an ASTRO Digital Saber ASTRO Digital Speotrfor ACPO Proje€t5 compliancy
wasasi A YLX S a4 2NRSNAyYy3d GKS dzZLJRFGS FNRY az2i2NBEl Ly
firmware builds, and reconfiguring the codeplug to enable Q806/G806. New Radio Service Software
(RSpwas also required.

Another industry name for the APCO Projacp L a . 9 uCo@#dr Silintekface (CAI)

Later in 1996, Motorola Inc. released a new portable radize XTS 3000. The XTS 30@0is
almost electronically identical to the ASTRO Digitak8g, with the exception that it has a four line
display, and has separate vocod¥oice-coder/decoder) and controller PC boards, whereas the ASTRO
Digital Saber and ASTRO Digital Speetrshare a common vocoW¢codercortroller) board. Model
specificdetails are discussed later in this guide.

The secondjeneration ASTR&productsdebuted in2002. They are referred to as ASTRD25
radios. These include thdT 1500¢, PR 150@, XTS 1500, XTS 2500/2500RBXTS 4000, XTS 5000,
SSE 5000, XTL 1500/1500R8 XTL 2500/2500R8and XTL 5000 models. ASTRO®25series radios
offer a duaicore CPU, expanded flash memory and full ARE&BPCE5 simultaneous support. More
specific details are discussed later in this guide.
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Model-specific DiscussiarASTRO Legaceites

ASTRO Digital Saber

R SIENIASNI Ay (KS »@dMIRBAS2 aglisdz NRK S  1L{yeOmhO
K &1 : I LIWNRBEAYL GSt& modo

Figue2la2 i 2Nt I Ly O®Qa (Mofletlh)h SAIAGEE {F 6 SN

The ASTRO Digi®aber comes in four differentband LJt A G A ® ¢ KS -¥4NHz)) Y¢  a LI
GKS ' 1 C NIy3a& Tt dawél 0ALIGAKIS o nlnGp WNd yaIST - Gy R GKB Ayin o
split (806870 MHZz). These bargplits may be slightly extended through Ra8irvice Software (RSS)
and Customer Programming Software (CPS) hacks which are not covered in this editioGuwtithe
ASTR®@ Digital RadiosC2 NJ ! | C | YI G SdzNJ NI RA 2 2 LIS-MKHzRis/ = GKS | 1 (
desired The bandsplit is identified in the fourth character of the model number. Example:
HO4UCHI9PW7AN. (ASTRO Digital Saber, Model HBBD#HZ).

There are three different casgtyles. Model | (no keypad or display), model Il (display and six
greensoft-keybuttons) and model Il (display, six gresoft-keybuttons and a full 12igit numerical
keypadModel | and Il ASTRO Digital Sahdrst 82 02YS Ay Iy dwé NHzZZISRAT SR
on these versions is much thicker and the radio may be vacutiniss R F2 NJ &4dz0 YSNBAOAt A G
approved for intrinsic environments. In both scenarios, the radios MUST be pressuriaekhified
technician forcompliance and proper operation.
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There are two versions of the ASTRO Digital Sabégrsions manfactured prior to November
19961 which contain a 512K vocon board and models manufacturedigogember 1996, which
containalyS3a @202y 02 NR® 2KIFIiQa (KS RAFTFSNBYOSK

512K vocons utilize three flash RQMsvo 256K flash ROMs (512K) for storage of the host
firmware, and one 256K flash ROM for storage of the DSP firmware.

1-meg vocons utilize a 1MB flash ROM to store the host firmware and one 256K ROM to store
the DSP firmware.
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Figure 2.2ASTRO Digital Sae@2 02y 02 NRa & tYKR3) 2020026y @8 Ki2KeRali 28 ém € A d | upoeonyareOSNEA 2y &
identical in appearance and layout, however a different connector is present and some components are missing. Note the disfidguésh
flashfha 6! wHnpo Ay LK2{G2 a! £d

| 26 R2 @2dz 1y29 6KAOK @OSNEAZ2Y 60202y &airl Su @&2d
FdzOGA2y 2NJ I GlrofS 2F adSK | &nBadkdistihctidneg btigkér2 y @ { 2 Y
onthe back 6 dzii & 2 dz Ol y Qiiis inditatt. Sotne rildiv$ a¥e pahilt (thore on this later)
or perhaps someone has swapped a 512K vocon in place of the origived Yocon. The serial number
can help one determine the vocon size, if the radio is original or a setamd surplus unifrom a
federal government or police auction. Here is an example of a Motorola Inc. serial number which could
represent an ASTRO Digital Satier
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310AXA0399

The serial number can be broken down into €gmmponents which identify the year and week
of the original production. You may ignore tB&0A(first four digts) of the serial number. Diditve (X)
of the example serial numbédentifies the year of manufacture.

In year 2000, Motoroldnc. started their alphabet cabelaNJ FNB Y a! §¢ @ {3 | NI RA 2
representing the build year, indicates a manufacture year o899 | SNB Q& tobeooNB | | R2 6 Y
familiar with this schemg(The alphabet keeps going up as each year passes. G=2007)

U=1995 Y=1999
V=1996 Z=2000
W=1997 A=2001
X=1998 B=2002

Motorola Inc.discontinued the ASTRO Digital Saber December 2002. The sixth digit in the
exampleserial numbel(A) indicates a twewveek manufacturing periodA) would indicate a radio
manufacturedn the first two weeks oI y dzI NE @veekby-NdBlkD@akdown:

A=1/2 B=3/4 C=5/6 D=7/8 E=9/10 F=11/12 G=13/14
H=15/16 =17/18 J=19/20 K=21/22 L=23/24 M=25/26 N=27/28
0=29/30 P=31/32 Q=33/34 R=35/36 S=37/38 T=39/40 U=41/42
V=43/44 W=45/46 X=47/48 Y=49/50 Z=51/52

Thisserial number breakdown also applies to the ASTRO Digital Spexif& 3000 and all
ASTRO26-family radios.

But itgets even more confusingny ASTRO Digital Saber ASTRO Digital Speotr¢éhat
visited the Motorola Inc. Seice Depot after November@b6 received a dmeg vocon upgrade at no
charge, as partofthefladtld G S NB LI ANJ aSNBAOSP 2 KeK .SOFdzaS AidQa
firmware during each visit to the depot. Before thisis expl&iR Ay F dzNIi geSsHytB SG I At = A {
explan the host firmware sizéimitation of the 512K vocon.

In 1999, Motoroldnc.released the final versions of host firmware which could fit into the
limited flash ROM space present on the 512K vocon. Since newfeadioes, bugfixes and audio
enhancemets required adlitional memory space which gessitated more memory than current
boards could offer, the-ineg vocon was created. (Radio firmware is discussed later in this guide.)

The last releases df1BB« 512K host firmware are:

R05.60.04 DSP x06.05.0ASTRO Digital Saber)
R09.60.@ / DSP x06.05.0/ASTRO Digital Spectra)

In 2000, Motorola Inc. released the first builds of RO7.xx.xx host firmware for the ASTRO Digital
Sabew and XTS 3000 and R11.xx.xx host firmware for the ASTR{tdD Spectra . This firmware
requires the iImeg vocon.
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l'Yy20KSNJ YSOGK2R 2F 200FAYAYy 3 AyFfenae GA2Yy | 62 dz
version/revisionencryption module firmware, encryption algorithmsand-split, serial number, vocon
size and FLASHpdeatures is to put it irservice mode This is accomplished bpwering on the radio,
YR LINBaaAy3a GKS aodé odzitiz2zy 2y GKS aARS 2F GKS N
completing the SELF TEST sequefide radio will beep once and sh&RVICBnN the display. It will
slowly (or quickly, depending host firmware version) scroll through this critical information. You may
repeat the process several times if the information goes by too fast.

The final, and most logical way to determine an ASTRO3 A (i | # vodon siz& NI2 &
disassemble the radidisassembly instructions are outlined in the ASTRO DigitahBBhsic Service
Manual. 68P81076C05) Compare your findings with the photograpfigure 2.20f this guide.

Despite being out gbroduction, the ASTRO Digital Sabés still a favourite among radio
hobbyists and publisafety officials for its robust design and solid RF performance.

Guide to ASTROx Digital Radios



XTS 3001

wStSIFaAaSR Ay wmMddc I (KA &-safids portab@adid. M3 tompatible O ® Q &
with nearly all Jedseries audio accessories, including speakis, hirose adapters, kdgading cables,
3.5mm threaded earphone adapters and other surveillance accessories. (Desirable at the time because
of the MTS 200@ populaiity)

Figure3.1la 2 (i 2 NB f | L yi (Modelall) with {peakemio. n

The XTS 30@0comes in identical bandplits as the ASTRO Digital Saber

Unlike the ASTRO Digital Sahdhe XTS 3000does not have a vocon board. tead, there are
four PC boarde/hich make up the radio. They afehe Voice coder/decoder (vocoder), the controller,
the RF board and the optional encryption module.

Guide to ASTROx Digital Radios
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Figure 3.2A photo illustration of various PC boards found inside of the Motorola Ir&&.300&. The NTN9121A encryption module
Ad 2F GKS ySg !/ a 0OSNEAZY wno®EE TANNSI NB ontiey) Sobid, wHich ig anlyfoind S G KS |
in the ASTRO Digital Sakheand ASTRO Digital Speetraroducts. Much confusion surrounds this issue on various Internet discussion forums.

Acommon technical blunder which is often perpetuated on various Internet discussion boards is
GKFG GKS - ¢{ onnn Kra | a@202y éodwishiyfiolbdy atX¥& YI RS 4
3000« vocort nosuch itemexists.

There are two different controlled 2  NR @SNEA2yayY ¢&LJS a!é¢ |yR GeL
boards have a different flex connector, which often fails during the disassembly/maintenance process,
because of a weak mechanical design.

Another redundant question that gets raised from tisteetime is how large an XTS 3000
Go202y¢é Aax Ay GSN¥a 2F YSY2NER aA1Sd ! ushAvkA & LI2AY
1M of flash ROM memoryongh O2 Yy i NPt £ SNJ 62 NR (2 &ad2NB K2ad FAN
about a 512K XTS 30002 Y i NBf ft SNJ 02 NRZ K2gS@OSNJ GKSNBEQa y2 ad:
Service Manual (6881083G8)to a 512K corrf f SNIXP ! RRA (i A Rghlaf12KXIS DS NB K| &

2FFSNBR FT2NJ &l f Su,ihyhe last devienyeadst NREé 2 NJ S. | &
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TYPE B TYPEA
Figure 3.3A photo illustration of the two different flex connectors used on Motorola Inc. XTSGe@@roller boards. This connector

interfacestheuse6 f SOGNRYAOa 061y20ax odzid2ya yR a¢6AG0KSa0 G2 GKS NIRA2® ¢ &L
rare and found only in eargroduction radios with older controller boardslotS G KS oNARGGE S RS&aA3IYy 2F GKS (e LS

susceptible to damage during the removal process.

As Motorola Inc. customers begin replacing aging XTS@0@@h newer ASTROZSamily
portables, XTS 300® are available in mass quity on eBayt. One way to increase the value and
performance(New speaker, microphone, switches and knaifsjour XTS 3000is topurchase a new
housing assembly on eBftgm highly recommended seller panter88is prices are typically Zb per
cent ofwhat Motorola Inc. charges for the identical part. These replacement housings are Motorola Inc.
original parts. Hundreds of hobbyists have had solid transactions with this person.

Other topics relating to buying and selling ASkR@d ASTRO25radio equipnent online are
covered later in this guide.

Guide to ASTROx Digital Radios
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http://search.ebay.ca/search/search.dll?sofocus=bs&sbrftog=1&from=R10&satitle=XTS3000&sacat=-1%26catref%3DC6&sadis=200&fpos=ZIP%2FPostal&sabfmts=1&saobfmts=insif&ftrt=1&ftrv=1&saprclo=&saprchi=&seller=1&sass=panter88&fsop=1%26fsoo%3D1&coaction=compare&copa

XTS 3500

The Motorola Inc. XTS 3500 was introduced as a bastard cousin to the XTS 3000. It was a
supposed steppingtone to the XTS 5000. The purpose was to increase the CPU speed and provide Type
lencryptionsupport 2 NJ | & € St ad GKFGQa gKIG GKS NHzY2dzNJ 61 & @

Figure 4.1A photo illustration of a Motorola Inc. XTS 3500 portable radio. It is identical in appearance to the XTS 3000, ex@eptifplas
keypad and a different model number sticker abthe speakergrill.

Make no mistake about it: This radio is just as feared and avoided as the Motorola Inc. Saber
Sit another bastard radio. (Basically a MTS 2000 in a Sabej case.

The Motorola Inc. XTS 3500 does not officially support trunking, yet Hrerplenty of them
floating around with trunking ptions installed. The radioses its own firmware independent of other
ASTRO firmware plaF 2 NYa @ ¢ KS NI RA 2 R2 S aryaQery indp@ran feaiudzLILI2 NI N.
which is discussed later in the guide.

¢tKS o2Gli2Y tAyS Aasz &8Sa GKS -¢{ opnn SEA&GAZI Y
headache and inferior audio with no featur&ncryption modules for this portable are also quite rare
on the used market.
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ASTRO Digital Specua

The ASTROigital Spectra was releasedh approximately 1995. It shares the same vocon
design as the ASTRO Digital Sab&owever the boards are not compatible with each other.

ASTRO Digital Spectrasmanufactured prior to November 1996 included 512K of flash ROM
YSY2NE F2NJ GKS K2ad FANXYglI NBO Oketolution tylMdlase NBE 2 T
ROMand the vocon swaputs after a depot visit also apply to the ASTRO Digital Speddaase see
the ASTRO Digital Safzesutline if you skipped down tthis page.

e Yo
o -~

Figure5.1 A photo illustration of a Motorola Inc. ASTRO Digital Spredtraa W7 dashmount configuration. Pictured is the 50W version.

The ASTRO Digital Spemtnsras manufactured in seven baisglits. They are:

136-162 MHz
146-174MHz

403437 MHz (R1)
438470 MHz (R 15W only
450482 MHz (R3)
482-512 MHz (R4)
806-870 MHz

O X o

Cw

The bandsplit information is indicated in the model numbas the fourth character.
Information about the configuration of the radio is alswlicated as the first characteD) indicates a
dashmount radio, T) indicates a trunk/remote mount radio ant) (ndicates the radio is configured to
operate in a console (dispatch) configuratidimere are also rareM) (motorcycle) configuration ARD
Digital Spectras in circulation. The main differences are a different plastic face which does not expose a
microphone connector and a lepower (15W) PAViany are438470 MHz split radios.
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ID No: DO4KKFPPWA4AN
Serial No: 412AZ

FCC ID: AZ492FT3772

VLICE O IVIOIOITOLD

Mig Code: 1400010000003

Figure5.2 A photo illstration of a model number tag on threar of a Motorola Inc. ASTRO Digital SpectiEhere are several useful pieces of
information displayed in the tag, including the model number, serial number, manufacture code (FLA@Hpst firmware flash ROM size
(1M) and indication of a 2.5 KHzrmaw-band RF board.

The ASTRO Digital Spemtiiaas been through many different revisions of command boards. The
command boards what interfaces the vocon to the control head, PA and RF boards. It is the nerve
centre of theradioL ¥ & 2 dzQNB dshdrdl ASTRO Digitah SpéeFay & 2 dzQf fomgSSR (2 085
acquainted with the commanidoard, as there are several modifications that must be performed to
ensure stable operation.

In 2003, Motoroldnc.discovered their new Universal Cryptography Module (UCAd)dntiming
issue with the ASTRO Digital Speetraihe fault caused the module to intermittently faihen key
loading, receiving anver-the-air re-key communication (OTAR) or when the radio is first powered on.
2 KSy GKS FTILAfdz2NE 200dzNBEXI G4ClFAf ndpkmné 2N aCIl Af

nwm
discussed in detail iBRN1364

The fix is simple, but not for the faint of heart. It ifves complete disassembly of thedia and
removal of thecommand boardand access to the RF board on the underside of the radiader the
shield A SMDework station is required or asteady hand and a <30W iron with a fine tip will suffice.

) P

ASTRO DIGITAL SPECTRA
. COMMAND BOARD

o
2
Q
¢
@
2
L]

990000

Figure5.3 ASTRO Digital Speotraommand boardNote areas 1, 2 and 3. These areas require special attention as per SRN1364.
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Figure5.4 A photo illustration which identifies various components which must be replaced or discdkedifications have already been
performed in this example.)

Point1isC562 Remove and discard

Point 2is VR4@. The original part number #813830A22 a 9.1V Zener. You musplace it
with 4813830A26 a 13V Zenediode.

Point 3is R520(10K). The original part numberd611077A98. You muetplace it with
0611077A74 a 1K chip resistor.

Point 4is C334on theRF boardThe RF board is accessed under a shield, on the bottom side of
the radia Remove and discard

Once these modificatizs are complete, there are two more tweaks to do. One involves
installing a jumper between pins 2 and 8 of the accessory connector header on the command board.
This completes the normalsiosed emergency button switch. Hobbyists have no use for an emgygen
button, and without the normalyOf 2 ASR A6 A GOK AyaidlffSRY 0KS NIRAZ
errors upon powetup, and could cause malicious interference to occur on trunking/conventional
systems when emergency beacons are transmitted. Insgailirs jumper is the equivalent of having the
SYSNEBSy O& &g Al Odtacliviftedistit& Gy 2 NI f €

DISABLE EMERGENCY SWITCH - JUME
biN's 2 AND's ON coMMAND BOARD!

Figure5.5 A photo illustration showing pins 2 and 8 jumpered on the ASTRO Digital Speotmmad—Board. This completes the normally
closed emergency button switch, and prevents it from becoming activated. The radio behaves erratically when this stitgers le
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Note not all command boards must be modified. Newer production boards hade h
modifications/changes made at the factory. If your serial number indicates-aG#@ radio, you must
perform all modifications. Radios made in 200@ 2001 (A and B in"5place of serial number) must
have C562 from the command board and C334 fromRReboard removed. No further modifications
are required. Do a physical inspection of the command board if in doubt.

A second modification is made to the control head to disable the igr@i@rse circuit. Normally
a second ignitiorsense line is requireth be attached to an ignitioswitched power supply. This
FOGADlIGSa G4KS NIRAZ2 ¢gKSy @2dz adl NI @&2dz2NJ gSKAOf So
radio in a basestation configuratioror have no use for this particular featufehe ON/OFFuiton will
control power to the radio.

-~ 2

-

Photographs of the W5/W7 contréleads are detailed beloWw3 (Handheld controthead)
models should work without any modifications and W9 models cannot be modifiedt least there is
no data suggesting this can be done by manipulating jumpers in the cdéraal.

Figure5.7 A closeup photo illustration showing jumper configuratiomaa 2 G 2 NBf I Ly Od | {W5MY cotbotead] Which { LIS O G NI x
disables the ignitiorsense circuit, and allows for ON/OFF button operation.
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The W4 contrehead can also be modified to disable the igniteense. JU1 and JU2 must be
installed.

Figure5.8 blown-up schematic illustration of-8hm chip resistors JU1 and JU2 which must be installed oa théi 2 N2 f |
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W4 controthead if the ignitiorsense circuit is to be disabled.

' { ¢wh

The ASTRO Digital Spemtiia available in lowpower (15W) motorcycle versions, mmbwer 40
50W versions and 110W remote/truakiount highpower versions. Command boards, corthelads
and vocon boards found in these various models are all compatible with each other, provided you have
the right intercanect board and cabling. (Refer to service manual for part numbers.) Additionally, you
must install a new codeplugi®cord with Labool RSS when swapping heads. More on these
procedures is discussed later in the guide.

Encryption hardware modules usedthe ASTRO Digital Speetrare 100% compatib with

those found in ASTRO Digital Salzeras stated earlier in the guide, the vocons for both radios (The

encryption module attaches tthe vocon) are nearly identd, with the exception of different intéace
connectors.There ardirmware-specific details tdoe aware of for compatibilityMore about the
encryption capabilities of Motorola Inc. ASBR@oducts is discussed later in the guide.
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Model-specific DiscussiotASTRO25 Series

XTS 5001

Thisis the first ASTRO#f5series portable released to the market back in approximately late
2003. It may look similar to the Motorola Inc. XTS 30@®rtable, but under the case is a far superior
radio.

¢KS tFGNR2G L/ A& GKS a¥oe frdEsBazhiEh cdrfaingibstBa NI RA 2 @
32-bit micro-controller unit (MCU) and a H6it digital signal processor (DSP) in one IC package. What
does this mean to you? Much faster begp time, superior audio tone and artifact removal and support
for many inlernal/external options which are somewhat CPU intensive. The keypad operation is much
FILadSNI I yR YSy dzain h&XTS B000dre BoM@ger af issded S

£ , o

Figure6.1 Photo illustration of a Motorola Inc. XTS 5@06 a model Ill configuration.

The cosmetics of the radio are also improved. The DTMF keypad is flush with-finerfiaf
the radio, the sidebuttons are much more responsivespecially the PTT, which has a definite click
when pressed) and the channel knob feels much more solel XTs 3000is inferior to these
differences.

'YRSNJ 6KS K22R AGQa | dgpedift) addiayYdecinSY !y wC 02 NR

Is the XTS 50@0worthy of an eBay purchase? It depends on your wallet and need for features.
The ASTRO®5series radios are not edgimanipulated for unauthorized features. (l-adwl hacking, for
example.) What you purchase on eBay is what you will end up with, wdegsay for a legitimate
FLASHpont update to add features and/or upgrade radio firmware.

Guide to ASTROx Digital Radios



With this said, the Motor@ Inc. ASTRO#23ine has been compromised. There exists a very
covert market which offers XTS 500fortables with nearly all FLASHpotfieatures enabled, latest
host and DSP firmware amegitimate serial numbers. While there is no definite sourcetffi@se radios,
they do appear for sale on eBay and certain radilated Internet discussion boards from tirie-time.
The value of a featureless XTS 500@th old host and DSP firmware (anything below RO7.xx.xx) is
about $1000 US.

Meantime, a featurerich XTS 5000 with the latest firmware can easily fetch $2000 or more.
{2YS K2o00eéAaila RA&ALIMzIS GKAA LINAROSI odzi AF &2dz 6y
GSyl 6f SRiisthedALASHponQB2 feature, which is a restricted US Governtrieront Panel
Programming option. This allows thedia to be programmeadvithout the need for a computer. This
option supports conventional programming onlyrunking systems cannot be manipulated by Q52.

The Q52 FPP menu allows a user to change the tridiasia receive frequencies, the transmit
and receive PL/DPL tones, the transmit and receive Network Access Codes (NACs) which are used for
ASTR® transmissions, the transmit and receive modulation types (analog, digital and mixed), the
transmit and receivéandwidth and the channel and zone names.

Figure6.2 A sampling of some of the various options which can be changed via the Q52 FPP option in the Motorola Inc{d@tab@0
radio. The FPP option is available for VHF, UHF and 800 MHz models. FPP ranges are the same as what may be entere@P8rmally i

Despite the contrary information on certain Internet discussion forums which suggests Q52 and
H37/H38 (trunking) ptions cannot be in a radio together, this is untrue. There are several Q52 + H38
(SmartZone) radios in existercéut again, trunking is not usgarogrammable via the keypad.

FPP+trunking radios are NOT offered legitimately through Motdnalaat the time this guide was
LJdzof AAKSR® ¢KAa A& F adrofsS aoO02YYdzyAlGe KIFOlSR¢ FS
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¢CKSNBQa | f a2 I uoptpowhichrequir€s[ah dxterhdRhbidware key for
operation. This is similar to the aged JT 1008di-series portable operation. Q53 is an optiam hon
I2PSNYYSyYyil dzASNEX K26SOSNI YIye KIFEPS NBLER2NISR KI JA
qualified as government customets.l Q& | f a2 &F AR vpo A& NBIljdZANBR F2NJ

The XTS 50@0supports Typéd encryption algorithms, Wich are used to convey secret and top
secret communications exchanges. Proprietary UCMs (Universal Cryptography Modules) and
modifications to the vocon are requiredlype 1 engyption modules are not available to the public.

¥ — N\

Figure6.3 Motorola Inc. XTS00« screen display whefiype 1 encryption algorithm is in use. Note the T1 indicator.

When the XTS 5080is transmitting an encrypted signal withTgpe 1 algorithm, the LED
indicators also work much differently. On transmit, the LED will be a steadpn.g/Vhen receiving a
Type 1 transmission, the green LED turns on for 125 ms, then goes off for 125 ms, then on for 125 ms,
then off for 750 ms. When transmitting securely witfiyge 1 algorithm with a low battery, the green
LED will light for 675 ms, drithen remain off for 1350 ms. This behavior is identical when the radio is
transmitting securely with dype 3 algorithm, except the LED is red instead of green in all instances.

The XTS 5000does not support oldefype 4 algorithms (DVI, DVP) nor d@esupport the
auto-detection of DEXL vs. DESFB in SecureNet receive operations.

SupportedType 3 algorithms include DES-B, DEXL, DEEFB (SecureNet only) and A8.

The XTS 5000may be keyloadedwith a legacy Keyariable Loader (KVL) such as the T3011DX,
the KVL3002 and the KVL300plust. The XTS 5000 capable of holding up to 48 keys (16 of those
being type 1 keys).

The XTS 50@0utilizes the same KVL cable as othettideries radios; the TDN9GD.
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Figure6.4 A Motorolalnc. NNTN5032 UCM (hardware encryptlon module) for the XTS6008 NNTN5032 modules can be ordered with any

Type 3 encryptiorlgorithm. Care must be exerei$ when purchasing these modules on eBay or from other Intesoetces as they could be
blank, have AEEpc 2y f e X 2NJ O2yillAYy 20KSNJ dzy gl ydSR Tt 3I2NAGKYaE O2y NI NB G2

There are many eBay auctions which offer NNTN5032 encryption modules for saleinsesnet
there are dealstobe hasldzi 2 G KSNJ GAYS&a GKS&a$S Y2RdzZ Sa I NB az2ftR
installed) or they come with AEX6 only, which is useless unless you possess a KVhlBgddth AES
256 algorithm capability. An ideal module comefWvDESOFB, DEXL and AEZ66 installed, with
R05.05.02 UCM firmware or newealthough these are hard to find.

Typical aftermarket prices for the NNTN5032 modules range from $100 USERG&ESly) to
$150-175 USD, for a triptalgorithm module with reent firmware. Ifyouhavk2 dzo 1a Fa (2 KU
buying, do not make the purchase.

¢tKSNBE Aa y20 YdzOK GKIF Ol SNE NBtFIGSR AYy#2NXYIGAZ2Y
portable, but there are a few things to be aware of in termsufported featues and firmware
dependencies.

The Motorola Inc. XTS 5000s capable of supporting up to 850 modes. In an-&frdbled radio,
254 (maximum) of those modes may be conventional FPP channels, and 596 (more if you decrease
conventional modes) may be trunking modes. To benefit from this massive memory capabilityt(defa
512 modes) you must have firmware version R07.00.00 or higher and program the radio with CPS
R07.00.00 or higher. Some may argue about the maximurc&Pable conventional mode capacity, but
254-mode FPP radios do exisalthough they may not be faoty supported radios.

The XTS 5000also supports the HMN4080A G&sabled speakemicrophone. With this
accessory attached to the radio, the user may display GPS data on the.stie@st and DSP firmware
combination of R07.00.00 or greater and CPS @t@000 or greater is required for operation.
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Figure6.5 A photo illustration of an XTS 500@vith the locationdata feature enabled, with a HMN4080A GfPable speakemicrophone
attached. Note the awkward and dysfunctional display format of the dakdch is not supported by many thiparty mapping applications.
When configured as such, the user may opt to disable the data feature (OFF) so the radio does not send GPS data over the air.

The XTS 5000model Il and Il models are also capable of disptaintelligent Motorola
Portable Radio Energy System (IMPREfta on the display. When an IMPRHEfttery is attached to
the radio, and the BATT sefienu is enabled in the CPS, the user is able to observe the rated capacity,
the remaining capacity anthe total number of established charges since the battery has seen. A
compatible IMPRBScharger must be used if a user wishes to use the IMRRESures of the battery.
Otherwise, the IMPREShip in the battery will disable itself and the IMPRESctionality is null.

Figure6.6 A photo illustration of a Motorola XTS 500@isplaying IMPRBEtSattery data via the BATT safienu. In addition to this data, note
the battery gauge in the uppetght display.

The XTS 5000and XTS 2500ASTRO25 portable radios also support a new feature called
Text Messaging Service (TMS). It allows users to send short text messages (almost identical to SMS
messaging on cellular networks, except with a different addressing scheme) to each othezaithis f
is alsouseful for dispatching catklated information to emergency services. This feature requires two
prerequisites Host and DSP firmware version R09.00.00 or newer and CPS version R09.00.00 or newer.
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Figure6.7 A photo illustration of a Motorola Inc. XTS 580éngaged in the TMS menu. Recipients and message templates may be predefined
in CPS. Note THE_ALEX is the recipient of the corresponding message.

|l 200eAald al 1 NRFYé KI & LINEG kikeNBdR abbut ugigigsaiid dza S T dzt
configuring the TMS feature. It may be downloaded at the following URL:

http://www.akardam.net/moto/docs/xts5k -tms.html

A further note about the XTS 5000Todetermine host, DSP and UCM firmware versions, band
split information, model, serial and ESN information, vocon size and FLASHport code, the radio may be
putintoserviceY 2 RS o0& LINBaaiy3d GKS aodé 1S 2y GKS &ARS
seconds of powering the radio on. This is applicable to model Il and Il versions only. Model | versions of
the XTS 5000 must be read with CPS to determine this information.

More information about the Motorola Inc. XTS 5@0portable radio will be puldihed in
upcoming guides. There is still a lot of undocumented information and the radio is a current groduct
YSEYAy3 A0Qa dzy RSNJ O2yaililyi RS@GSt2LIVSyio
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http://www.akardam.net/moto/docs/xts5k-tms.html

XTS 2501

The Motorola Inc. XTS 250@s a compact versioaf the XTS 5000. It utilizeswaris-selies
batteries, but has a jedi accessory connector.

Figure7.1 A photo illustration of a Motorola Inc. XTS 2500 portable radio, in a model Il configuration.

According to Motorola Inc., the XTS 2&0€upports 512 modes, whereas the XTS 3000
supports 850.

Another difference is the lack of Type 1 encryption algorithm support. Motorola Inc. confirmed
this fact (which is not listed on their website) eiarespondencavhile this guide was being written.

The Motorola Inc. XTS 250@perates almost identicallp the XTS 5000, with the exception
of the usercontrollable high/low power setting option. The only way to set transmitter power is
through personality settings for each mode. This option is not assignable to an external switch, button
or softmenu.

TheQ52and Q53-PH-LASHport options areavaiable for this radio.

C2NJ SYONBLIiA2Y Y2RdzZ S LI NI ydzYoSNERZ NBEFSNI 2 o
provider later in this guide.
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XTS 400m

Supposedly, this is an SP product developed fedaral agency. The design mimics an iREN
phone, and offers very discrete operation when compared to a bulky AGORASTROZb portable.

Figure 8.1An illustration of the XTS 40@0taken from an FCC document.

At the time of its release, the XTS 4@0@as only available in VHF. It supports encryption
(unknown if Type 1 is supported) and all trunking features. It programs with the ASIERO2&ble
programming software.
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XTS 150@, SSE 5000, XTL 250@, XTL 150@, XTL 250@, XTL 500@, MT 1500¢, PR150«and
Digital Spectra Plus

Not enough information about these radios is known, however they function identical to other
Motorola Inc. ASTROand ASTRO26products, with the exception being they do not support the
Q52/Q53 FPP optiomsor at least therds no documentation advertising as such

These radios program with the ASTR@28ries mobile and portable CPS.
The XTL 5000supports Type 1 encryption algorithm operation.

Information about these radios may be included in a futGugide to ASTRODigital Radios
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Radio Operating System (RC&8)d DSH-irmware Discussion
ASTR®@ Firmware

Motorola Inc. ASTROand ASTRO26radios function much like computer. They require an
operating system to function. The Digital Signal Processor (DSP) also has its own code which consists of
instructions on how to process calls. These could be a mixture of analogy IMBESELP
communicaions.

Firmware updates are applied to Motorola Inc. ASiKR@d ASTRO25products via a
FLASHpot dzLJA NI RS® ¢ KS FANXGIFNB O02YSa Ay (GKS FT2N¥Y 27 |
radio via RSS or CPS. In terms of hardware, a programming/ilalehi€ required (specific to each
radio), a &art RIB (SRIB) for ASBPR@dios (ASTRO2%roducts do not use the SRIB or RIB boxes), and
a rbutton. The ibutton is a special proprietary piece of hardware which attaches to a USB port, and
contains informéon about the total number of FLASHpartipgrades used and number remaining. This
device ensures Motorollnc. gets every last penny out of their customers for firmware updates, even
when Motorola Inc. ist fault for buggy firmwareéWhy else would one real to order an-button to
apply firmware updates?

¢t KSNBQa a2YS Ay T2NYI i A2pfoddctd @hittinotaod thaniilibyistsL y O & |
(and customers) are aware of: All Motorola Inc. ASTR@ducts of the same model, are the same.
There arehree areas inside of the radio which determine their capabilities: At firmware, the DSP
firmware and thecustomerspecific data (CSDaka the codeplug.

Thehost firmwareis the ROS. This controls the entire operation of the radio, including support
for codeplug options, audio characteristics, encryption algorithm support, signalling options (PL, DPL,
etc.) and functionality on trunking systems.

TheDSP firmwarecontains information the DSP interprets about how it should operate when
modulating or demoduting analog and digital signals. The DSP firmware may also contain an audio
codec algorithm such as IMBBr VSELP, for operation in ASTR{lpital mode. Both codecs are never
present at the same time.

TheCSDs essentially a database file. When theimaslccessfully boots, th€SDs loadednto
Random Access Memory (RAM) and thdio determines how to operate based upon the parameters
outlined in the CSD. The CSD contains frequency programming information, zone configuration and all
configurable optns which a user can manipulate in RSS/CPS. There are also hidden options or fields
which cannot be modified by the user by means of normal RSS/CPS, such as teplibamfdrmation,
serial number and FLASHpeoroptions. When a user saves a codeplug WBS/CPS, they are saving a
database file to disk. Obviously you may also write this database file to the radio.

All three of thesaleterminantsaremodifiableg A § K f AGGf S 2NJ y2 SFF2NI P a
to deter unauthorized upgrades by meanstioé FLASHpota @ a i SYX K26 SOSNJ G KSNB Qa
security involved in terms of the data stored on the flash ROMs which hold the host and DSP firmware,
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or EEPROM which stores the C&Ohe time this guide was written, this statement applies only to
Motorola Inc. ASTROseries radios. ASTROREadios are not manipulated using the same process.
More is discussed later in the guide.

~
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across is cp_D01.04.0@notherconfirmed VSELP revision is ap_R03.20.0lintemally dated as
©1996 by MotorolaInd. QY Ay Of AYSR G2 0StAS@S (KSNBQa YdzOK St

The prefix designations ap andap have no known meaning, however it has been noagd
always prefies VSELP host firmware.

TheRmeans RELEASE, which is stable firmware intended for the public.

D means DEVELOPMENT, which signifies the firmware is intended for a special application or a
customerspecific issue which may or may not be in the testingspha

The first number in the firmware version signifies the major release. It also indicates which type
2F O2RSO 65{t TFTANXNGI NBO iQdn0DYLKEAD! SYRAODKOSAER
the IMBBt DSP firmware. More on this is discussaer.

[ SGQa RA&Odzaa YIFI22NI FANXNSGI NBE OSNBEA2Y AP ¢KS F2¢f
associated with eacASTR® release. For the purpose of conveying factual information, the guide

covers firmware from major version 3 and up, as littleriewn about earlier releaseThese tables do
not apply to ASTROf5family firmware releases.

Host Firmware (ROS) Versio Notes

ap_RO03.xx.x¥prtables) VSELP ROS firmware
R04.xx.xxPortables) IMBB« ROS firmware 199@ra
R05.xx.xxPortables) IMBB1 ROS firmware 1996999
R06.xx.xxPortables) IMBBt RO, ASTRO26 9600bps trunking
RO7.xx.xxPortables) IMBBt RO22000-current (R07.71.00)

R08.xx.xx (Digital Spectra) IMBBt RO$ ASTR@ modem only?
R09.xx.xx (Digital Spectra) IMBBt ROS 1994999

R10.xx.xx (Digital Spectra) IMBBt RO$ ASTRO269600bps trunking
R11.xx.xx (Digital Spectra) IMBBt ROS 200@urrent (R11.70.00)
am_R75.xx.xx (Digital Spectri VSELP ROS firmware

DSP Firmware Versidn Notes

X05.xx.Xx VSELAnalogoperation

X06.XX.XX IMBBt/Analogoperation (19961999)
XO7 .XX.XX IMBBt/Analogoperation2000-2001
X08.XX.XX IMBBt/Analog operation 200turrent

*Analog/digital operation depenght on firmware revision letter.

Guide to ASTROx Digital Radios



DSP firmware capabilities also depend on the revision lettech prefixes the major release
number. They are:

DSP Firmware Revisior Notes
A Analog only. Paired with/R.
F Analog/digital. Field testing? Paired with A/
I Analog/digital operation. Paired with M.
M Anaog only. Paired with .
N Analog/digital Paired with A/F

Frevision DSP firmware is extremely rare. It has been paired with host version D08.97.26 in a
Motorola Inc. ASTRO Digital Spemtraonfigured as a dedicated RF modem. When this particular radio
was later upgraded, the DSP was compatibith DSP revisioN firmware. Radios which indicatBSP
firmware revisions beginning with A or M, will not function in IMBEor VSELP modeegardless of
what FLASHpant options are forced into the radio through illicit means. An example of an awallyg
capable radio isDSP A08.03.03This would be displayed on the screen during a service mode operation
or while viewed in the radio information screen in RSS or CPS. The radio would need to be upgraded to
DSP N08.03.0i order to support ASTRQdigital operation in the IMBEmode.As of the publication
date of this guide, theurrent 1MB firmware versions afe07.71.00/DSP 08.03.08r portables, and
R11.70.00/DSP 08.03.@8r mobiles.

b2¢g GKIFIG €2dzQNB gl NB 27T (réviSiony] th@eawsavdralisas | NB
nates to be aware of that are specific to each majersion. These notes detail changegich occur at
certain versionand are quite important.

Host Firmware (ROS) Versior Note(s)

ap_R03.32.00 Premature lowbattery alert on XTS 300Q VHF,
UHF R1/R2. SRN1227. Affects 3.32.00 or older.

ap_R03.40.00 When ordering replacement LCD display
(5185633C42), this firmware version or newer
must be installed. New LCD requires new driver:

R04.02.01 Premature lowbattery alerton XTS 3000. VHF,
UHF R1/R2. SRN1227. Affects 4.02.01 or older.

R05.00.00 SmartZone Omnilink trunking support added.

R05.60.04 Highest firmware version that installs on 512K
ASTRO Digital Saevocons

R06.10.00 Transmit AGC added to ASTR#smware for

XTS 3000 & ASTRO Digital Saler

R06.22.00 When ordering replacement LCD display
(5185633C42), this firmware version or newer
must be installed. New LCD requires new driver:
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R07.01.00
WNATDPamMDnn

R07.01.0x R07.07.00

R07.01.01 and newer

R07.12.0€R07.14.00

R07.20.00 (fixes)

R07.22.01 and newer

R07.23.00 and newer

R07.70.00 and newer
R07.71.00

R08.00.0@ R11.01.02

R09.50.0€R11.06.02

o2y

XTS 3000 / ASTRMigitalSabewn trunked priority
talkgroup scan problem. (missed calls) SRN133I

XTS 3000 displays "REMOTE" on screen when
removed from XTVA. Upgrade RD7.01.0@r
later. SRN1320

ASTRO Digital SakerXTS 3000 Equipped with
DVRXL may experience missed words. SRN136

Transmit Audio Gain Control (AGC) is introduce:
This is the most significant enhancement to digit
audio on ASTROdigital systems ever
implemented. SRN137QApril 2002)Support for
SoftID decode in ASTRO Digital Sab@nd XTS
3000¢1.

ASTR®igitalSaben and XTS 3000 Radio re
affiliates every few seconds when in talkgroup
scan. SRN1433

XTS 3000 may experience premature lobattery
alerts/distorted or no TX audio when used with
Latw9{ daaYlINIlé¢ ofF GaSNI
NNTN4436, NNTN4437, HNN9031, HNN9032, ¢
NTN9862. SRN1463

ASTR®igitalSaber and XTS 3000gain support
for Analog Radio ID Display on API&EQrunking
systems. Must be used with CPS R04.01.02 or
newer.

When ordering replacement LCD display
(5185633C42), this firmware version or newer
must be installed. New LCD requires rdrivers.

Support for 800 MHz rebanding.

Latest XTS 30@0and ASTRO Digital Salédrost
firmware release. 03/2007.

ASTRO Digital Spectra VHF-148 "K" range:
When the PTT is pressed and the trandnfiD is
lit, the unit acts like it is keyed up but does not
transmit any RF power. SRN1325

ASTRO Digital Speotrés slow to unmute in scan
or has poor sensitivity in scan when in priority sc
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R09.50.06vn M M @ n ¢ @ n H mode, with 12.3KHz and 25 KHz channels mixec

R09.60.04

R11.01.01

R11.01.0x R11.07.00

R11.08.00 and earlier

R11.12.0€R11.14.00

DSP Firmware Version
05.xX. XX

06.XX.XX

07 .XX.XX

scan list, and receiving weak signals. SRN1354

Highest firmware version that installs on 512K
ASTRO Digital Spectraocons.

Transmit Audio Gain Control (AGC) is introduce:
This is the most significant enhancement to digit
audio on ASTRO digital systems ever amgnted.
SRN1370 (April 2002)

ASTRO Digital Speatré&runked priority talkgroup
scan problem. (missed calls) SRN138@port for
SoftID decode in ASTRO Digita¢&pent .

ASTRO Digital Speoatraquipped with DVIXL
may experience missed wordSRN1368

ASTRO Digital Speatraadios that are receiving
with PLcodes 4B146.2 Hz, 52151.4 Hz, 5A
156.7 Hz, 5B162.2 Hz AND on a 12.5 KHz chani
may not unmute. SRN1357

ASTRO Digital Speatrrased with Vehicular
Repeater System (VRS) and ASDRyi@al
Spectratconsolette with Option L146 does not
operate correctly with Remote Mode
Change/Steer Functionality. SRN1374

ASTR®igital Spectra. Radio reaffiliates every
few seconds when in talkgroup scan. SRN1433.

Notes
This major release supports VSELP only.

This was the first DSP release for IMBE
operation. It does not support subscriber AGC, ¢
is the most inferior sounding IMBEcodec.
Anyone still using release 6 needs to upgrade
immediately. Reproduced audio during packets
is extremely robotic sounding.

Same minor improvement over the audio
characteristics of IMBEDSP release @s of
07.03.09 it supports subscriber AGC, if used wit|
host firmware R07.01.01 or higher, with subscrit
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nT PEE®PEE O2y A AGC enabled in codeplugeproduced audio
during packefoss is quiet andt times muted.

08.xX.XX A major improvement in audio tone for both
analog and digital (IMBB audio recoveryWhen
used with subscriber AGC, all levels are balance
All ASTR® product users are encouraged to
upgrade to DSP release@®urrent version is

08.03.03.
ASTRO25 Radio Firmware Notes EnhancememChange
Host R04.00.08 Trunked ntegrated voice and New feature.
DSP R04.00.0@1/10/2003) data is introduced.

Trunked OTAR is introduced. New feature.

Additional 3600 CQunking New feature.
features have been added.

Additional APCO P25 New feature.
conventional features have beer

added to portable and mobile

radios.

Firegroundpolling, evacuation  New feature.
and channel announcement
features introduced.

Advanced Digital Privacy (ADP) New feature.
a new digital encryption
algorithm being introduced.

MT15001 portable radio New model.
introduced.
XTSL501 portable radio New model.
introduced

Change in functionality aEkey = Enhancement.
request for trunked OTAR.

Portable sibscriber unit ignores Issue update.

ABC toggle switcbhanges at
power-up.
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Host R04.00.00 & Subscriber is slow to unmute-(3 Issue update.
5{t wnn®nn®nn O 5sec)uponchannel change to
an active talkgroup.

Subscriber unit occasionally Issue update.
switches sites after cycling
power of mode change.

Subscriber unit stays on Issue update.
Smartdneu site when user
selects éSmartNet talkgroup.

ASTR DigitalSpectra Plus dual Issue update.
control-headinitial volume is not

set properly after tirning

ignition on.

Subscriber does not transmit if  Issue update.
the PTT buttoris pressed during

emergency krm retrieson a

revert channel.

Subscriber can unmut® a Issue update.
second subscriber when in
Private Call Il call.

"KEYFAILs flashed too quickly Issue update.
on the subscriber wén scan is
enabled.

Alert tone not heard while Issue update.
exiting scan whn a page is
received.

Invalid radio et Identifier may Known problem.
be displayed oithe Key Variable
Loader (KVL)isblay

ASTRO Digit8lpectra Plus Known problem.
doesn't deaffiliate at poweroff

from 9600 trunking system if

configuredwith siren and DEK.

CPS now supportsaro record  Enhancement.
and playback.
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Host R04.00.00 &
DSPvnn ®&nn dnn

Host R04.00.01 &
DSP R04.00.q1/26/2004)

Host R04.50.00 &
DSP R04.50.00 (6/3/2004)

o2y

CPS now supports thiedvanced Enhancement.

System Key (ASK).

CPS now supportgditure-level
security.

CPS now allows the 12.51K
offset frequencies.

CPS nw allows the reuse of
deleted sector ID's within the
fireground aoountability
feature.

CPS now supports USBaatbr
for FLASHkeys.

CPS incompatibility wh other
software.

CPS problems when other seria

communicatio software is
open.

CPS problem with Frenelersion

of Windows.

CPS problem closing dialog box

Testcode added to allow field
screening for bad eepot
component.

Introducing the Imbalanced
Coverage Indication feature.

Conventional votescan
operation is now supported.

Conventional datascan is now
supported.

Conventional votescan can now

display the voted channel.
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Issue update.

Issue update.

Known problem.

Known problem.

Known problem.

Known problem.

Enhancement.

New feature.

New feature.

New feature.

Enhancement.



Host R04.50.00 & Rekey request inanventional Enhancement.
5{t wnn®pndnn O datascan has been enhaed to
send the request on the

desgnated datachannel.

Problem with nulti-key Issue update.
subscribers scanning a sekst

with mixed analognd digital

members.

Prdblems with various smafPTT Issue update.
settings and telephone

interconnect h conventional

mode.

Audiolevel changes several Issue update.
times when an XTS0M is

inserted into anXTVA during a

call.

Radios leave a good Type Il Issue update.
trunking siteand go out of range

Radios appead (i dzO1 2 Y Issue update.
Radio leaves its preferred site
and does noteturn.

Subscriber will stay on incorrect Issue update.
contNRf OKI yySft =

w ! b D&nd not hunt for the

correct control channel

SelCall decode does not work i Issue update.
conventionalscan.

Subscriber will ot re-affiliate Issue update.
after going outof-range and
coming ba& inrange.

Changing emergency short pres Issue update.
duration has o effect.

DTMF not sent on busy channpel Issue update.
DTMF not sent durindiattone

when smart PTT is st dnhibit

on carriere
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Host R04.50.00 &
DSPvnn®pndnn O2y

Host R04.51.00 &
DSP R04.50.00 (6/30/2004)

HostR04.51.01 &
DSP R04.50.00 (7/7/2004)

Host R04.80.00 &
DSP R04.80.00 (8/27/2004)

Portable radios with the
commander nicrophone can
experience large volume chges
if radio volume control moved.

CPS now supportdternate table
view.

CPS now supports Frequency
picklists for dialogs.

CPS now supporthannet
announcement feature.

CPS now suppa@tremote
programming.

CPS incompatibility with oér
software.

CPS problems when other seria
communicatio software is
open.

CPS problem with Frenefersion
of Windows.

CPS problernlosing dialog box.

CPS featur@ccessatup issue

XTL 500@ and ASTRO Spectra
Plust do not route audio to both
stations in DCH setup when onl
one DEK is attached.

Bad String in French Native
Language Display on XTL 5000

Fireground RF Modem
introduced.
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Host R04.80.00 &
5{t wnann®dyndnn

Host R04.80.01 &
DSP R04.80.00 (9/30/2004)

0

An inhibited XTB0O0«
intermittently becomes partially
re-enabled if powered on while
the automobile is started.

XTL 5002 PTT does not work
unless the rear contrethead is
selected as primary.

When in poofcoverage, radio
sometimes emits a continuous
talk-prohibit tone until power is
cycled.

View OTAR IDs button added in
CPS.

Channel announcement feature
added in FLASHport

CPS generates invalid fields
when adding a new trunking
personality.

CPS incompatibility with other
software.

CPS problems when other seria
communication software is
open.

CPS problem with French versic
of Windows.

CPS problem closing dialog box

CPS featur@ccess setup issue.

Rado sometimes ignores grant
for emergeng hot mic call if
another call is in progress on
emergency talkgroup

XTSH00m with commander mic
has no volumeontrol after
power-up until the radio has
unmuted once.
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Issue update.

Issue update.

Enhancement.

Enhancement.

Knownproblem.

Known problem.

Known problem.

Known problem.

Known problem.
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Issue update.

Issue update.



Host R04.80.01 &
5{t wnann®dyndnn

Host R04.80.02 &
DSP R04.80.00 (10/13/2004)

Host R05.00.0&
DSP R05.00.00 (12/6/2004)

0

XTH00 will not pass audio or Issue update.

a systermwide call
Evaaiationtone not always
sounded at d@ill volume.

ASTRO Spectra Plusonsolette
non-priority indication is not
selectable when in scalist
programming.

Introduction of the XTS 2500
model 1.5.

Introduction of theXTL 5002
VHF higkpower mobile.
Additional 3600 CC trunking
features have been added.

Additional APCO P25

conventional features have beel

added.

APCO 25 emergency alarm
receiveindicator supported.

Conventional talkgroup 0000
now supported.

Supportfor inhibit on status
symbols added.

Emergency via silergudio now
supported.

Analog flataudio now
supported.

The XTL 5000now offers the
capability of a fireground RF
modem on 700 MHz/380 MHz
bands.
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Host R05.00.00 & 6.x user may hear static or Issue update.
5{t wnp®nn®dnn O crackling noiseduring sient
periods while receiving a digital

call at full volume.

6.x subscriber will emit six tones Issue update.
while £nding a calblert.

CPS now qports clone &press. New feature.

CPS now supports incremental New feature.
installs.

CPS now supports channétle  New feature.
list.

CPS now supmpts remote New feature.
programming via Internet.

CPS Advanced System Key Enhancement.

enhanced.

CPSdature-level scurity Enhancement.
expanded.

CPS tables nogupport fill Enhancement.
up/down.

CPS now supps PDA Enhancement.
applications.

CPS now sygorts codeplug Enhancement.
alias.

All software options now Enhancement.

viewable byname in CPS.
CPS Advanced System Key isst Known problem.
CPS Window style issue. Known problem.

CPS incompatibility with other ~ Known problem.
software.
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Host R05.00.00 & CPS problems when other seria Known problem.

5{t wnp®dnndnn O communication software is
open.

CPS problem with French versic Known problem.
of Windows.

CPS problem closing dialogx.  Known problem.

Host R05.00.01 & XTS 5000 with commander mic Issue update.
DSP R05.00.00 (1/13/2005) has no volumecontrol after

power-up until the radio has

unmuted once.

Host R05.01.00 & UHF high power XTL 5000 New model.
DSP R05.01.00 (3/15/2005) introduced.
XTS 5000 PTT during data Issue update

message causes radio to key
voice on datachannel.

Radio resets after many rekey Issue update.
requests without power cycle.

Zone/mode change while in Issue update.
transmit on datachannel may
not land on correct mode.

Inhibited-subscriberdoesn't Issue update.
always uninhibit by sending an

enable command through the

KMF.

XTL 500@ W3 controthead Issue update.
display contrast not restored

after selectiveinhibit is

cancelled.

Portable transmit audio ramps  Issue update.
up to desired volume over-3

seconds when talermit tone

enabled and mic AGC is in use.

Dataservices stop working. Issue update.
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Host R05.01.00 & Conventional votingscan does  Issue update.

5{t wnp®danmdnn O notvote the strongest channel.

16th talkgroup in a personality Known problem.
R2SayQi 62N @

Hard keyzeroize in silent Known problem.
emergency causes tone to
sound.
Host R05.01.01 & Subscriber transmits DTMF digi- Issue update.
DSP R05.01.00 (4/14/2005) at 8 KHz deviation.

16th talkgroup in a personality Known problem.
R2SayQi 62N @

Hard keyzeroize in silent Known problem.
emergency causes tone to
sound.

Proper codedetect feature does Known problem.
not work correctly on subscriber
with SecureNet.

Subscriber radi@lias display is  Known problem.
overridden by failsoft indicatio

Scan cannot be enabled througl Known problem.
subscriber menu selection.

5¢acC al 24 1 S@&LJ Known problem.
work while subscriber is in scan
mode.

L ir@partant to note pages 321 reference ASTRO2%5irmware. ASTRO25firmware is
applicable to ASTROZ5amily radios.

The ASTRO#Z5irmware changdog was obtained through an Internet PDF file which originally
appeared on the BatBoard Internet discussiorum. Detailed and accurate information past firmware
release R05.01.00 is not available.
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It cannot be stressed enough how important it is to keep your host and DSP firmw#oe up
date. There have been tremendous improvements in the audio qual®y&diRe@ digital (IMBEz)
transmissions since the first IMBIESP codec was released in 1996. Some majeetdarcement
agencies are still using host and DSP firmware combinations dated froril9995 The tone of
reproduced audio using DSP firmware vergiaamnd no subscriber AGC is terrible. Motorola Inc. is to be
commendedfoldl aif & AYLINRPOAY3I GKS FdzZRA2 OKIF NI OGSNRaGAOa
enough of an effort to distribute new firmware upgrade packages to their customers at mgecha

Getting he latest firmware is highly tcemmended, but without the proper configuration of the
CSD (codeplug), the audio may still be inferior.

Subscriber AGC controls the audio gain of the transmitted audio. When enabled, it addresses
many issues hich contribute to terrible audio on analog and digital transmissions. italkérs have
their audio balanced, while quigalkers have their audio levels brought up. A sidect of AGC is the
increase of background noise which may be present in theoaafdjuiettalkers. Users odiny radio
system should be properly educated in the correct use of their radios; this is much more effective than
subscriber AGC. Optimizing ragionfiguration and educating endsers make for a superior system.

Below are exaples of how digital radios should be configured for the kssinding
transmitted audio. Your mileage may vary; these are Motorola Inc. recommended settings.

cv C:\WINDOWS\system32\cmd.exe

MOTOROLA Radio Service Software Use UP/DOUN Arrows to Select Choice.
ASTRO PORTABLE Model: HB4UCH?PU?7AN

---RADIO OPTIONS:AUDIO GAIN OPTIONS

AUDIO GAIN OPTIONS

Control Analoyg
Control Securenet
Control Digital..
Control Type...
Control Output.
Control Total..

F1 F2 F3 F4 F5 Fé F? F8 F9
HELP ERIT

Figure9.1 Recommended settings for optimized subscriber AGC operation in ASIE®
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B8 Radio Wide

General ] Emergency I Alert Tones
Digital Audio Options I Advanced l Advanced Il I Surveillance Mode
Time-Out Timers I Home Mode Audio Gain Options

v Analog

v Securenet

jv Digital

w T 5
Ouput [0 =

Total lB_ :EJ-'

o |

Figure9.2 Recommended settings for optimized suiiser AGC operation in ASTRCOPS.

B8 Radio Wide

Surveillance Mode l Data I Zone Protection I Fireground | Location I

General ] Emergency I TPS | Alert Tones I
Digital Audio Options | Advanced | Advanced!l | Rx Audio Control |
Time-Out Timers I Home Mode

Ilr;'erTA‘:Ialn:igcAGC Analog Fiked Gain :lJ

¥ Digtal AGC Digital Fived Gain =4

IV Securenet AGC securenet Fized Gain ' j
- Bxtemal Mic

[V Analog AGC j

W Digtal AGC =

[V Securenet AGC j
~AGC:

Output: |0 ﬂ Total: [s—ﬂ

[ Digital / Analog Balance IV Noise Suppression

o |

Figure9.3 Recommended settings for optimized sutiser AGC operation in ASTR@Q25PS.
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information now through the guide, Motorola Inc. has not educated you well in their product and its
optimal performance. You must keep wjith Service Release Notices (SRNs) and other technical
documentation which is routinely released by Motorola Inc. to address these and other technical issues.

Take pride in what you do.
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FLASHporst Technology

FLASHpotA & aAyYLX & I Flyoe ylIYS gKAOK YSIya adzZJ3IN
features (FLASHporttoptions) and/or update the host and DSP firmware in a radio. This is accomplished
by putting the radio into bootstrap mode and communicating with the flash ROMEEPROM.

In older ASTR®Oseries radios, a SmarRadio Interface Box&RIB), a flash/programming cable
and an 4{button were required hardware for this procedure. On thewer ASTRO25series platform, a
AAYLX S Tt &Kk LINE I Nhee€dédMobtaroladhcodid Sway with thef RIB hérdiviaré. Q

All Motorola Inc. ASTRCand ASTRO25N; RA2a O2y Gl Ay | -digff | aKO2RS¢ &
hexadecimahumber which represents options enabled in the radio codeplug. It looks like this example:

599108-1C5E0a

FLASHCOD 5 9 9 1 o 8 - 1 € 5 E O 0 - 1
POSITION 12 11 10 9 8 7 - 6 5 4 3 2 1 - CHECKSU}

Figurel0.1 A chart which beaks down thé=LASHport addresspositions.

There are really only @igits in the flashcode, as the last digit indicates the check&aoh
position of the flashcode could beh@xadecimadligit from OF.

For eactFLASHpont digit position, there are four possible FLASHparptions which could be
represented through the binary weight 8i, B2, B4and B8.

Take position 12 for example. The flashcode binary weight is 5. This means it has two
FLASHpornt options installed: The options of weigBt.andB4. Those are:

B4 G806/Q806 ASTRDigital Operation (CAl)
B1 G14/H114 Enhanced Digital ID Display

Position 11 has a binary weight of 9. This means options B8 and B1 are installed. These options
are:

B8 G298/Q498 Hardware Mutlikey Encrytpion with OTAR
B1 G101/H101 Repeater Access

It is mportant to note Motorola Inc. uses the FLASHposystem for other radio platforms and
some options are not compatible with ASHR&d ASTRO25product platforms.

The following table is a complete list of knowbhASHpornt options. There may be several
undocumented options, or options which differ between product platforms. Some ABBRO
ASTROGFLASHport 2 LIG A2y & | NB SEOf dzaM&afly. G2 Sl OK 20KSNARQ LI

Guide to ASTROx Digital Radios



FLASHpont Feature Chart ASTR@/ASTRO2& Options

POSITION

WEIGHT | OPTIONS

12

1

2 (N/A)

GB806/Q80GASTRO Digital Operation

G114/H14Enhanced Digital ID Display
H14/H44 ASTRO Data

11

G101/H101 Repeater Access

Q52 Federal Government FERSTRO25 only)
H869/W969 Hardware Multikey Encryption
G298/Q498 Hardware Multikey Encryption WiiTAR

10

(N/A)

G170/H43 Trunked Radio Remote Monitor/Radio Trace

G474 Multiradio Software (ASTRO25 mobiles only)
G683/H46 Trunked On@uch Status Message

NRFROORRNRELORANELIOD

H39 Selective Radio Inhibit
W12 RF Pramp (ASTRO25 mobiles only)

Q883 3600/9600 Interopability (ASTRO25 portables only)
Q319 Enable RF Modem (ASTRO25 mobiles only)

G791 XTL 1500 Enhanced Software Capabilities

G996 Ovethe-air Provisioning (ASTRO25)

G48/H35 Conventional Systems Operation
HO2Encrypted Tactical Inhibit (ASTRO25 portables only)
G50/H37 SmartNet Systems Operation

G51/H38 SmartZone Systems Operation

(N/A)

G857 FDNY RX/TX Emerg. Tone Set. (ASTRO25)

HO4 Conventional Tactical Rekey (ASTRO25, HO7 Softwark&udSTRO)
H29 Software Singlkey Encryption (ASTRO portables only)

Q354 Over The Air Channel Steering
Q353 Over The Air Channel Reassignment
G352/Q352 Softb

G351/Q351 MODAT

(N/A)

Q947/W947 Packet Data Interface
G241/Q241 Analognly Operation
G858 HPD Operation (ASTRO25 mobiles only)

Q53 FCC FPP and Radio Programming (ASTRO25 portables only)
G387/Q387 Conventional Voting Scan

G173/Q173 SmartZone Omnilink Mezthne Operation

G182/Q182 Radio Control Protocol

G789/Q575 3600bps Analog/Digital Trunking (ASTRO25 only? Unconfirmed..)
G440 GPS Operation (ASTRO25 Mobiles only) W995 NJSP Zone Operation
W357 Channel Scan with VRS (ASTRO/ASTRO25 mobiles only)

Q361/Q361 ASTRO25 9600bps Trunking Operation

WORANRERLPOOANRERLPOANRERPOPANRERORANRELORANRERORANEOORNE

Q445Fireground Accountability Software (ASTRO25 portables only)
Q446 Channel Announcement (ASTRO25 portables only)
G193/Q667 Advanced Digital Privacy (ADP) (ASTRO25)
G788/Q574 9600bps Trunking (ASTRO25? Unconfirmed)

Figurel0.2 FLASHport option chart. (Sowe: http://www.akardam.net/moto/ tools/decode3.p)
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http://www.akardam.net/moto/tools/decode3.pl

To calculate an entire flashcode by hand can be #bmiesuming. Several hobbyists have written
online flashcode decoders which convert a flashcode mtmanreadable options displayed in text
format. Other hobbyists have written small executable programs which does the same task offline.
Unfortunately the stanehlone offline decoder is no longer available for download. Here are useful links:

http://www.radioreference.com/modules.php?name=Flash

http://www.akardam.net/moto/ tools/decode3.pl
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Hardware Hacking

There are twgroductfamilies of digitalcapable radios: The ASTIR@&nd ASTRO25series. The
hardware hacking sectioof this guideapplies only to ASTRGseries radios. These are the Motorola
Inc. ASTRO Digital Salnethe ASTRO Digital Speetrand the XTS 3000

The ASTRO Digital Safaeand the XTS 30@0share the same host (ROS) and DSP firmware
builds. The ASTRO Digital Spectinas its own host firmware build, but shares the same DSRvana
as the portable radios.

As stated much earlier in this guide, there @awo voconsizes for the ASTRO Digital Satand
ASTRO Digital Speoctra512K and 1M. The 512K vocons use ti288K flash ROMs. Two ROMs (256K
x2) hold the 512K host ROS firmware and the remaining 256K ROM holds the DSP filihevaeene
256K flash RO used to store DSP firmwana the Motorola Inc. XTS 30f20vocoder board.

The 256K flash ROMs are made by Intel or AMD. This varies on-oraddio basis, and is not
critical foroperation. They are the |et 28F020AMD AM28F020 and AM29F002NBishallin TSOP
32 packages. The AM29F series chip featuasftavare writelockt which is not activated or used in
ASTR® products.

1M ASTRO Digital Salaeaind ASTRO Digital Speetraocons utilize a 1M flash ROM to store
host ROS firmware. Motorola Inc. chose to use the Intel 28F800B5B, 28F800CVB and Micron
MT28F800B5B flash ROMs in a T8®Package.

In the XTS 3060 the controller holds a 1M flash ROM in a TSOPackage. Motoria Inc. uses
either a TE28F008* flash ROM or the more popular Micron MT28F008B5B ROM.

These various flash ROMs may be read or written to with a chip programmer such as those
made by Willem or Phyton Inc., in conjunction with TSRPTSOR0 and TSOR8 aapters. Proper
care must be exercised when removing/installing TSOP chips to the boards. DO NOT attempt to
experiment with chip removal unless you are an experienced and qualified technician.

Figure I.1v dzI £t A FA SR
LK2G23SyA0d LGQa 0SSt ASOHSR KS g a LI O1AYy3I i f SdasichntamiGagof.y OKSSaSodzN
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Many hobbyists may not be aware the sahest ROS and DSP firmware code is shared among
the ASTRD portable radiefamily. Host ROS and DSP firmware may be cloned from an XT680D0
written to a ASTRO Digital Sataepr viseversa.

The ASTRO Digital Spemttaost ROSirmware is not crosplatform-compatible with the ASTRO
Digital Sabet or XTS 3000.

Figure 1.2 A Motorola Inc. ASTRO Digital Speetvacon is shown with the host and DSP flash ROMs removed. This vocon was fortunate
enough to receive a free firmware updatié wastransformed from VSELP to IMBEhrough donor firmware cloned from another ASTRO
Digital Spectra which had recently been flashed with the latest firmware builds.

DSP firmware is the same among the ASTRO DigitahGak®T RO Digital Speatrand XTS
3000u. For example: The DSP flash ROM from an ASTRO Digital®zerted with appropriate
hardware and saved to a file. The firmware can then be written to a DSP flash ROM and installed to an
XTS 3000.

Figure 1.3 A flash ROM from an ASTRO Digital 8@eds shown seated in a TS@B adapter in preparation for a firmware upgrade. The
firmware write-time to the chip is typically less thame minute.
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The ASTROplatform uses 82K x8 EEPROM to store the radomleplug in. The same chi@n
Atmel 28C256E, is used in the ASTRO Digital #aB&TRO Digital Speotrand the XTS 3000 It is
fitted in a TSOR8 package.

Normally hobbyists use leaked copies of Motorola Inc:tbabor Depot software to manipulate
codeplug options such as basglit, serial number or FLASHpmroptions. However there are times
when a radiecodeplug is so corrupted, the radio will not longer communicate with the computer and
appear to be dead. There are eveccasionsvhere the radio displays fail or error codes not
doadzYSY i SR Ay (GKS &aSNWAOS Ylydzadtod LYy GKSaAaS Ayaidlyo
or controller board(s) and manually repair the corrupt data.

N>

Depending on the software you may choose for communicating with your chip programming
hardware it will have an option for loadingrecord format files. If you have a knowo-be-good
previouslysaved secord, you may load it and write it to the EEPROM, then install it back to the board.
Your corrupt codeplug problem will be rectified.

Figure 1.4 A leaked photograph showing the inside of the Motorola Inc. CGISS Mexican Depot (MexiPot). Why send your radio to Mexico when
you can work on it yourself?

TheGuide to ASTRODigital Radiosloes not provide links or files which may contain Motorola
Inc. intellectual property. With this said, the firmware could be sitting right in front of you, installed in a
radio that just arrived back from the Mexico depot. Get your SMD rework statioaraifire up your
programming computeX30 minutes later your useless eBay VSELP cadilolbe flashed with the latest
and greatest firmware.
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